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PRIORITISING ENTERPRISE RISK & CYBER SECURITY IN FINANCIAL SERVICES

South African financial institutions operate in an increasingly complex and interconnected risk
environment, where cyber threats, fraud, operational disruptions, geopolitical uncertainty, regulatory
change, supply chain vulnerabilities, and emerging technologies have elevated enterprise risk
management and security to enterprise priorities.

To remain resilient and competitive, organisations must adopt integrated approaches to governance, risk
management, cyber security, compliance.

In the process of incident detection and risk mitigation, advanced forensic capabilities, including log
analysis, malware reverse engineering, blockchain investigations, mobile device forensics, and cloud
forensic investigations, have become essential components of modern cybersecurity strategies for
detecting, investigating, and combating cybercrime.

The rapid adoption of artificial intelligence (Al), cloud technologies, and digital transformation initiatives
has created new opportunities while introducing additional governance, cybersecurity, data protection,
and third-party risk challenges that require robust oversight and effective risk management frameworks.
The two-day Enterprise Risk and Cybersecurity Conference South Africa 2026, organised by TCI — Trade
Conferences International, one of Southern Africa's leading financial conference organisers with more
than 25 years of experience, builds on a proven track record of delivering over 300 industry conferences,
including South Africa's first Mobile Banking Conference (2010) and first Payments Conference (2011),
featuring more than 4,500 expert speakers.

The conference will bring together professionals dealing with cybercrime, cybersecurity and digital
forensics in the financial sector.

Attendees will gain practical insights, share knowledge, network, and discover strategies to strengthen
cyber resilience, enhance incident response, protect critical infrastructure, and build resilient
organisations in an increasingly digital world.

The conference will take place on 11-12 November 2026 at the Indaba Hotel, Spa & Conference Centre,
Winnie Mandela Drive, Fourways, Sandton, Johannesburg.

We look forward to welcoming all delegates at the Enterprise Risk and Cybersecurity Conference South
Africa 2026.

BENEFITS OF ATTENDING

a

Digital forensics and law enforcement in

Gain insights into emerging threats and risks. . .
S 8ing combating cybercrime.

Turn cyber risk into actionable business
and investment decisions.

Strengthen governance, risk management,
and organisational resilience.

Align Al, cloud, third-party, and supply-chain
risks with regulatory requirements.

&%] Expert perspectives on cybercrime.

W Trade Conferences International
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Expert perspectives on cybercrime.

Cybercrime international and local scope.

Digital forensics and law enforcement in
combating cybercrime.

Network with professionals in risk, cybersecurity,
compliance, technology, and business.

Call us on:(011) 803 1553 | Visit: www.tci-sa.co.za



WHO SHOULD ATTEND?
Personnel dealing with the following:

cybersecurity * IT operations * cloud & infrastructure™
digital transformation * risk management * compliance *
regulatory affairs * monitoring & testing * reporting * data
protection & privacy * data governance * Al governance *
digital assets * third-party risk * supply chain risk * vendor
management * cyber-enabled fraud * transaction
monitoring * legal counsel * policy & enforcement * incident
response governance * cyber assurance * threat
intelligence * risk intelligence * cyber resilience *
cybercrime experts * forensic analysts * legal practitioners *

Major enterprise cyber risks Banking digital crime incidents in South Africa
in South Africa (2026)
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ORGANISATIONS THAT ATTENDED
OUR CONFERENCES IN 2025

O'Keeffe and Swartz Consultants * Santam - Broker ¢
Solutions * Absa Bank * FirstRand Bank* Investec * Financial
Sector Conduct Authority * First National Bank * Discovery *
Standard Bank * Albaraka Bank * Nedbank * CAEP Partners
* SA Reserve Bank * GRIPP Advisory * First Capital Bank *
African Bank * Old Mutual * Morar * Deloitte Consulting *
FNB Botswana * SearchWorks * Hannes Gouws & Partners *
Sasfin Bank Compliance * JTC Group * Luculent Consulting *
Masthead * PwC * ViFi Labs * Moore Consulting *
Provenance * Sabinet * Adept Advisory * Edge Growth *
Altron Fintech * Investec * KPMG * LexisNexis Risk
Management * Old Mutual * SAP Africa * EY (Ernst & Young)
*|Qbusiness * MTN * Vodacom * BDO *

W Trade Conferences International Call us on:(011) 803 1553 | Visit: www.tci-sa.co.za
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Godfrey Kutumela
Chief Executive Officer
Nucleus Systems
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Nomakholwa Nontenja
Group Fintech Manager:
Info & Cyber Security and

Technology risk
MTN
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Tsepo Moleko
Executive: Forensic
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Executive Director
,Law Society South
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Tshego Gaetsewe
Information Security
Project Manager
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Oluwaseyi Akilude
Senior Cyber Security

Engineer
Emerson
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Gareth Brenchley

Account Director,
Khipu Cyber Security
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Shirley Somo
Attorney & Regulatory Expert
Mphuti & Associates
Attorneys Inc.
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Adele Jones
Lead Architect:
Cybersecurity & Blockchain
Nedbank
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Muyowa Mutemwa
Research Group Leader for
Data Secum&c:ysiagd Analytics
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Diana Schwarz
Head of Cyber Legal
Schwarz Strategic Counsel
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Jerry Moyo
Acting Senior

Manager: Al Security
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Mookho Hlaahla

Cyber Security Governance,

Risk & Compliance
M-PESA Africa
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Gideon Bouwer
Attorney & Managing
artner
GP Bouwer Attorneys
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CONFERENCE PROGRAMME 11 NOVEMBER 2026

7:30 Registration and refreshments

830 Opening of conference and chairperson remarks

OVERVIEW OF ENTERPRISE RISK AND CYBER SECURITY LANDSCAPE

8:45  Strengthening organisational resilience through integrated risk management and strategic
decision-making
- positioning resilience as strategic capability
- embedding integrated risk management into strategic decision making
- strengthening governance through board oversight and executive accountability
- building cyber and operational resilience
- applying cross-sector lessons
Malebu Makgalemela Mogohloane, Group Executive: ERMFI, Telkom

09:25 From static to sentient: building a GRC function that thlnks, adapts and scales in the age of Al.

- why your GRC framework was never built for the world you're operating in

- how regulatory velocity is outpacing every governance framework built to track it

- what SA financial institutions must build before the Al regulation window closes

- the architecture of a GRC function that thinks, adapts and scales

- why intelligent GRC functions as a single connected system and what those changes
- what intelligent GRC would have changed

Kharavho Ndou, Cybersecurity GRC (L1) Analyst, SUSE

0955 Tea-time & Networking

GOVERNANCE, RISK & COMPLIANCE IN THE DIGITAL ENTERPRISE

1025 Cybersecurity policy to cyber resilience: governance, risk and compliance for the digital financial
enterprise
- integrating cyber risk into enterprise risk management
- from policy to resilience: why governance matters.
- building effective governance, risk and compliance frameworks.
- managing emerging digital risks and third-party exposure
- strengthening organisational resilience through preparedness and culture
Diana Schwarz, Head of Cyber Legal, Schwarz Strategic Counsel

1115 Future- prooflng cyber risk and governance: navigating emerging threats, regulatory evolution,
and business resilience
- emerging cyber threats and the evolution of risk management
- responding to regulatory change and increasing compliance expectations
- leveraging cyber governance as a strategic business enabler
- future of governance in the age of Al
Tshego Gaetsewe, Information Security Project Manager

11:55  Identifying critical assets, vulnerabilities, threat actors, and business impacts through

comprehenswe risk assessments
- identify what matters most - aligning cybersecurity with business priorities

- understand the risk landscape -key threat actors targeting financial institutions

- common vulnerabilities and attack vectors

- assess business impact - financial, operational, regulatory, and reputational consequences

- why business context should drive risk decisions

- prioritise risks - focus on the risks that matter most

- risk-based decision making over compliance-driven approaches

- from assessment to action - turning assessment findings into practical mitigation plans
building resilience through continuous risk management

Oluwaseyl Akilude, Senior Cyber Security Engineer, Emerson

1235 Beyond compliance: how effective governance strengthens cyber risk management and
organisational resilience
- moving beyond compliance
- governance vs Compliance
- building cyber resilience
- audit and assurance as drivers for improvement
- the future of governance
Mookho Hlaahla, Cyber Security Governance, Risk and Compliance. M-PESA Africa

13:15 Lunch

1415 Embedding governance into cybersecurity programmes in financial services.
Subathree Padayachee, Associate Director, Adept Advisory



CONFERENCE PROGRAMME 11 NOVEMBER 2026

TECH INNOVATIONS IN ENTERPRISE RISK MANAGEMENT FRAMEWORKS

1415 Impact of emerglng technology on flghtlng cybercrime in South Africa, addressmg cyber risks
associated with Al, cloud computing, third-party vendors, and digital transformation initiatives.
- Al-enabled cybercnme how generative Al has lowered barriers to entry, enabling deepfakes,
sophisticated phishing and automated attacks.

- ransomware-as-a-service and cryptocurrency — the industrialisation of cybercrime through criminal
platforms and anonymous payment mechanisms

- expanded attack surface — cloud computing, loT and remote working creating new vectors for data
breaches, insider threats and supply chain compromise.

- technology as an investigative enabler — how data analytics, machine learning and automated
evidence processing are transforming digital forensic practice.

- multidisciplinary and regulatory response - the intersection of legal, technical and regulatory
expertise required to navigate cross-border investigations, data protection legislation (POPIA/GDPR)
and digital evidence admissibility.

Tsepo Moleko: Executive: Forensics, ENS

14:55 Panel: building a strong cyber-resilient culture in organisations
« Shirley Somo, Attorney and regulatory expert, Mphuti & Associates Attorneys Inc.
- Nomakholwa Nontenja, Group Fintech Manager: Infor & Cyber Security and Technology risk, MTN
- Yosheen Padayachee, CIO, SAICA
- Manabela Chauke, CEO, Psira
- Nikita Shaw, Partner, Bowmans Gilfillan Law

15:30 End of Day 1

CONFERENCE PROGRAMME 12 NOVEMBER 2026

TECH INNOVATIONS IN ENTERPRISE RISK MANAGEMENT FRAMEWORKS CONTINUED

08:20 Opening of conference

08:45 Cyber resilience for financial and digital institutions in the age of Al

dual Al risk equation for institutions — securing Al workloads (security for Al) versus leveraging Al to
defend (Al for security).

- zero trust as the foundation —protecting digital banking, payments and mobile-money
infrastructure, customer identity, and sensitive financial data.

- evolving threat landscape — Al-enabled fraud, deepfakes, and social engineering targeting financial
customers and staff.

- from alerts to autonomy — deploying Al security agents (phishing triage, identity-risk, and dlp) to
scale the soc under talent and budget constraints.

- intelligent security operations at scale — operationalising microsoft security copilot and microsoft
defender for Al across multiple markets.

- governance and compliance — balancing innovation velocity with regulatory obligations (e.g. POPIA
and industry sector requirements) and board-level risk oversight.

- a practical roadmap — phased, low-risk and high-value first; lessons and measurable

Jerry Moyo, Manager: Acting Senior Manager: Al Security, MTN

OVERVIEW OF CYBERCRIME IN SOUTH AFRICA AND GLOBALLY

09:25 Current state of global cybercrime
- background and history of cybercrime
- overview and current stats of cybercrime
- local angle of cybercrime focusing on South African market (financial sector)
Muyowa Mutemwa, Research Group Leader for Data Security and Analytics, CSIR

10:00 Tea-time & Networking

1020 Cybercrime regulations in South Africa, impact of legislative lag in South Africa
- illegal internet protocol e.g. Waka TV
- tech impact
- the legal vacuum of accountability found in IP piracy
Gideon Bouwer: Attorney and Managing Partner, GP Bouwer Attorney

CYBERCRIME ECOSYSTEMS, MODERN THREATS AND TRENDS

11:10 Deepfakes are rewriting risk for financial institutions. can you do anything about it?

when the FSCA levied R2 billion in penalties against Banxso, deepfake advertising was at the centre of
the case. But the same tools used to fabricate celebrity endorsements and lure investors are being
turned on financial institutions themselves—defeating KYC controls, cloning voices for payment
authorisation, and generating synthetic identities that pass onboarding

- the fallout doesn't stop at verification. it complicates disputes, claims, regulatory compliance, and the
reliability of digital evidence itself.

- this session brings together forensic and legal perspectives on the impact, the gaps and what it could
take to close them.

Safee- Naaz Siddiqi, Dispute resolution lawyer and legal Al strategist at CDH & Rynhardt Haarhoff,

Data engineer and forensic analytics specialist at CDH and Salient.



CONFERENCE PROGRAMME 12 NOVEMBER 2026

11:50

12:35

13:10
14:10

14:55

15:20

15:55

16:30

From cyber risk to enterprise resilience: integrating cybersecurity into enterprise risk manage-
ment and executive decision-making
- breaking the cyber silo
- integrating cyber risk into erm
- translating technical risk into business impact
- risk-based prioritisation and investment
- governance, accountability and assurance
- from risk management to cyber resilience
Doctor Mafuwafuwane, Executive Head: Security Technology and Services, Nexio

How to combat cyber-attack in artificial intelligence (Al) era
- demystify artificial intelligence
- cyber-risks associated Ai era
- how to combat cyber-crimes in Al era: vision/Strategy
- IT infrastructure
- people
process
Lloyd Kumbemba, Chief Executive Officer, Bitcrack Cyber Security

Lunch

How to build capabilities to detect threats early, respond effectively to incidents, and ensure
business continuity.
Adele Jones, Lead Architect: Cybersecurity and Blockchain, Nedbank

Balancmg cybersecurity investment with business priorities
how financial institutions can align cybersecurity spending to measurable business risk and strategic
objectives.

- balancing regulatory compliance, operational resilience, and budget constraints in an increasingly
complex threat landscape.

- prioritising security investments that deliver the greatest reduction in cyber risk and potential
business impact.

- leveraging platform consolidation, automation, and Al to improve security outcomes while controlling
operational costs.

- building a cyber-resilience strategy that protects customer trust, revenue, and reputation without
slowing innovation.

Gareth Brenchley, Account Director, Khipu Cyber Security

Cyber risks associated with Al, cloud computing, third-party vendors and digital transformation
initiatives
these interconnected risks must be managed as enterprise-wide business concerns, not isolated IT
issues. the session will present a practical approach to strengthening governance, resilience and execu-
t|ve decision-making.

- integrating Al, cloud, vendor and transformation risks into enterprise risk management.
- establishing effective Al governance, accountability and oversight.
- managing Al technical risks through security controls, testing and continuous monitoring.
- addressing cloud concentration, configuration and shared-responsibility risks.
- strengthening third-party, supply-chain and outsourced service assurance.
- embedding cybersecurity into digital transformation from design through operation.
- using measurable risk indicators and control evidence to support executive decisions.

building resilience through incident readiness, recovery planning and continuous assurance.
Godfrey Kutumela, CEO, Nucleus Systems.

Law enforcement collaboration with the financial sector: a legal and governance perspective
Charlene Louw, Executive Director, Law Society South Africa

Closing of conference
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I equipped and answered questions | Afi Barlk
L rican Ban
N Nedbank ;
> .
great panellists " informative conference I
- \ SA Reserve Bank

Investec K/

. ( —

T [ | wanted to firstly thank you for such a
Exceptional speakers were H\,. well-organized conference, absolutely to
selected for the conference . tier especially for bringing in the Regulators, |

_ very well done. | also appreciate your

Nedbank warmth and hospitality

B Absa

—
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The most prevalent forms of cyber crime
Share of worldwide cyber attackes by type

Non-Payment/Non-Delivery
Personal Data Breach
Phishing Scams
Identity Theft
Credit Card Fraud

! Extortion
Tech Support

Investment Fraud

\

—15.3%

Source: Statista Market Insights; National Cyber Security Organisations, FBI IMF
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EARLY BIRD DELEGATE REGISTRATION FORM

Please register the following delegates for the above conference:

Full Name: Designation: Email; Cell No:

Full Name: Designation: Email: Cell No:

Full Name: Designation: Email; Cell No:

Full Name: Designation: Email: Cell No:

Full Name: Designation: Email: Cell No:

Full Name: Designation: Email; Cell No:

Full Name: Designation: Email: Cell No:

Full Name: Designation: Email; Cell No:

Department:
REGISTRATION FEE: 2 Simple ways to register
Nonna! registration:n fee: R9 800 + VAT =R11 270 p.p £ o011 803 1553
Early bird registration fee: R7 800 + VAT = R8 970.5 p.p i\

WI I< E-mail: info@tci-sa.co.za

For more than 21 years, TCI has been a registered and preferred conference organiser for all major banks and financial institutions. Vendor details
available on request.

PLEASE NOTE: Upon receiving the registration form, an invoice will be issued electronically. When payments are made, please supply the bank with your company

name as reference. Fees include lunch, refreshments and conference documentation. The organisers reserve the right to make necessary changes to the programmes,
speakers, venue or the dates should the need arise.

Presentations will only be available 10 days after the conference

CANCELLATIONS will only be permitted within 5 days of registration. Thereafter your organisation will be held liable for payment of the full amount with no
exceptions. Cancellations must be done in writing and forwarded to Trade Conferences International at info@tci-sa.co.za

NB: | hereby acknowledge that | have read and understood all the terms and conditions of registration, and have the authority to approve the registration

COMPANY NAME: CONTACT PERSON:

COMPANY PHONE NO: MOBILE NUMBER:

EMAIL ADDRESS: PERSON DEALING WITH ACCOUNTS; MOBILE NUMBER:
POSTAL ADDRESS: CODE:
APPROVING MANAGER: JOB TITLE:

EMAIL ADDRESS: MOBILE NUMBER:

DATE: SIGNATURE: COMPANY VAT NO: AMOUNT(Inc VAT):

PLEASE TICK THE BOX WHICH SERVES AS CONFIRMATION OF BOOKING: [[]  OR SIGNATURE:




